% Global Crossing®

February 6, 2006

VIA ECFES

Ms. Marlene H. Dortch

Secretary

Federal Communications Commission
445 12" Street S.W.

Washington, D.C. 20554

RE: Global Crossing Telecommunications, Inc. and
United States Affiliated Entities
Certification of CPNI Filing (February 6, 2006)
EB Docket Nos. 06-36, EB-06-TC-060

Dear Secretary Dortch:

Pursuant to the Commission's Public Notices issued January 30, 2006 and February 2,
2006 in the above-captioned proceedings, the attached CPNI Compliance Certification 1s
submitted on behalf of Global Crossing Telecommunications, Inc. and United States

Affiliated Entities.

If you have questions regarding this filing, please contact the undersigned at 973-937-
0243,

Sinc?‘/,
& .a: / —f&\_\\
Paul Kouroupas

Vice President, Regulatory Affairs and Security Officer

cc: Byron McCoy, Telecommunications Consumers Division, byron.mccoy(afce.gov
Best Copy and Printing, Inc. (BCPI), fee@bepiweb.com
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CPNI COMPLIANCE CERTIFICATION
Global Crossing Telecommunications, Inc.
and United States Affiliated Entities

1. Pursuant to section 64.2009(e) of the rules and regulations of the Federal
Communications Commission (“Commission™), 47 C.F.R. § 64.2009(¢), the undersigned,
Paul Kouroupas, Vice President, Regulatory Affairs, hereby certifies that Global
Crossing Telecommunications, Inc. and its affiliated United States entities' (collectively,
“Global Crossing™) is in material compliance with the Commission’s rules and
regulations governing the use and disclosure of customer proprietary network information
(“CPNTI"), 47 C.F.R. Secction 64, Subpart U (§§ 64.2001-64.2009).

2, This certification covers the most recent annual period — January 1, 2005
through December 31, 2005 — and is based upon the reasonable diligence of the
undersigned officer, including a review of the policies and procedures of Global Crossing
and interviews with relevant personnel.

3. The balance of this certification constitutes a statement explaining how

Global Crossing’s operating procedures generally ensure that Global Crossing 1s in

material compliance with the Commission’s CPNI regulations.

Section 64.2005 (Use of CPNI without customer a

4. Global Crossing does not offer commercial mobile radio services. Global
Crossing does offer local and interexchange services. Where a customer subscribes to
both categories of service (local and interexchange), Global Crossing is permitted to use

that customer’s CPNI to market additional services in those categories to such customer.

' Global Crossing North American Networks, Inc., Global Crossing Bandwidth, Inc.,
Budget Call Long Distance, Inc., Global Crossing Local Services, Inc., Global Crossing
Telemanagement, Inc. and Global Crossing Telemanagement Virginia, LLC.



Where a customer subscribes to only one category of service (typically, interexchange
because Global Crossing does not offer local service as a stand-alone service offering
although it does have an extremely limited number of local-only customers), Global
Crossing does not utilize a customer’s CPNI in one category to sell services in the other
category absent customer consent.

3. Global Crossing does not utilize CPNI to identify or track calls made to

competing service providers.

Section 2007 (Approval required for use of CPNI)

0. Global Crossing did not, during the current period, use or rely upon oral
customer approval for the use of CPNIT for which such approval is required.

7. Global Crossing does not have any joint venture partners.

8. Global Crossing utilizes sales agents to a limited extent. The agency
agreements (1) require that the agents utilize CPNI only for lawful purposes, (2) disallow
the agents from using, allowing access to or disclosing CPNI to any other party, and (3)

require the agents to ensure the confidentiality of such information.

Section 2008 (Notice required for use of CPNI

9, During the current period, Global Crossing did not solicit customer
approval for use of CPNI on an opt-out basis.

10. During the current period, Global Crossing did utilize an opt-in method of
obtaining approval for the use of CPNI for which customer authorization is permitted, as

follows:



a. Global Crossing's retail customer agreements contain a CPNI
provision (or form) that permits the customer, by checking the appropriate box, to permit
or decline to permit, Global Crossing to utilize that customer’s CPNI for which such
authorization 1s permitted.

b. The provision specifies the types of information that constitute
CPNL

C. The provision described the steps that the customer must take (e.g.,
check the box) to grant or deny access to CPNI; clearly states that a denial of access to
CPNI will not impact the provision of any services to which the customer subscribes; the
provision 1s comprehensible and not musleading; clearly legible; of sufficiently large
type; and placed in an area readily apparent to the customer.

d. The provision has not been translated into a foreign language.

e. The provision does not contain any statements attempting to
encourage a customer to freeze third-party access to CPNL

11.  Global Crossing did not, during the current period, utilize oral notification

to obtain any limited, one-time use of CPNI.

Section 64.2009 (Safeguard required for use of CPNI)

12. Global Crossing, through its ethics policy and training, trains its personnel
as 1o when they may or may not use CPNIL. All employees are required to take the cthics
training and to certify that they understand and will comply with Global Crossing's ethics
policy. Violations of the ethics policy are subject to disciplinary measures up to and

including termination of employment.



13. During the current period, Global Crossing did not conduct any sales or

marketing campaigns that utilized customers™ CPNI.

Network Security Acreement

14.  Global Crossing is a party to a Network Security Agreement with the
Department of Homeland Security, the U.S. Department of Justice, the Federal Bureau of
[nvestigation, and the U.S. Department of Defense. The Agreement was approved by this
Commission on October 8, 2003 pursuant to an Order and Authorization for transfer of
control (DA-03-3121). The Agreement requires Global Crossing to institute measures to,
inter alia, “ensure that U.S. communications and related information are secure in order
to protect the privacy of U.S. persons and to enforce the laws of the United States.” The
Agreement also requires Global Crossing to comply with the Commission’s CPNT rules.
Through its implementation of the Agreement, Global Crossing has implemented various
safeguards and measures, including enhanced background screening of personnel with
access to CPNI as well as changes to our customer service processes and procedures, to
ensure the integrity of CPNI and protect against “pretexting” (an incident described

below).

Unauthorized Disclosure

15, Except as described above or under process of law, Global Crossing does
not disclose customers’ CPNI to third parties without obtaining the affected customer’s
consent. Global Crossing is aware of only one instance of unauthorized disclosure which

was limited to a single customer. In this case the customer data of a wholesale customer



located in Costa Rica was obtained through a caller making multiple calls into a Global
Crossing customer support center posing as an executive of such customer. The caller
was able to answer the customer’s security questions and mislead the representative into
resetting the password of the customer’s account on our customer web portal. The
password was released to the customer’s email, which the caller was able to receive by
setting up a fake email account representing the customer. Once the caller had the new
password they were able to access the web portal and download the customer’s billing
records including the call detail records. Global Crossing has instituted safeguards to
prevent recurrences of such instances and has referred this instance to the appropriate

United States law enforcement agency.

Al oo

7
Paul Kouroupas B

Dated: February 6, 2006



